Journal of Hazardous Materials A137 (2006) 681-691

Journal of
Hazardous

Materials

www.elsevier.com/locate/jhazmat

Barrier and operational risk analysis of hydrocarbon releases

(BORA-Release)
Part I. Method description

Terje Aven®, Snorre Sklet®*, Jan Erik Vinnem

2 Department of Production and Quality Engineering, The Norwegian University of Science and Technology (NTNU), NO-7491 Trondheim, Norway
b University of Stavanger (UiS), NO-4036 Stavanger, Norway

Received 2 December 2005; received in revised form 14 March 2006; accepted 15 March 2006
Available online 3 May 2006

Abstract

Investigations of major accidents show that technical, human, operational, as well as organisational factors influence the accident sequences. In
spite of these facts, quantitative risk analyses of offshore oil and gas production platforms have focused on technical safety systems. This paper
presents a method (called BORA-Release) for qualitative and quantitative risk analysis of the platform specific hydrocarbon release frequency. By
using BORA-Release it is possible to analyse the effect of safety barriers introduced to prevent hydrocarbon releases, and how platform specific
conditions of technical, human, operational, and organisational risk influencing factors influence the barrier performance. BORA-Release comprises
the following main steps: (1) development of a basic risk model including release scenarios, (2) modelling the performance of safety barriers,
(3) assignment of industry average probabilities/frequencies and risk quantification based on these probabilities/frequencies, (4) development
of risk influence diagrams, (5) scoring of risk influencing factors, (6) weighting of risk influencing factors, (7) adjustment of industry average
probabilities/frequencies, and (8) recalculation of the risk in order to determine the platform specific risk related to hydrocarbon release. The various

steps in BORA-Release are presented and discussed. Part II of the paper presents results from a case study where BORA-Release is applied.

© 2006 Elsevier B.V. All rights reserved.
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1. Introduction

In-depth investigations of major accidents, like the process
accidents at Longford [1] and Piper Alpha [2], the loss of the
space shuttles Challenger [3] and Colombia [4], the high-speed
craft Sleiper accident [5], the railway accidents at Ladbroke
Grove [6] and Asta [7], and several major accidents in Norway
in the last 20 years [8] show that both technical, human, oper-
ational, as well as organisational factors influence the accident
sequences. In spite of these findings, the main focus in quanti-
tative risk analyses (QRAs) is on technical safety systems. As
regards offshore QRAs, one of the conclusions drawn by Vin-
nem et al. [9] is that a more detailed analysis of all aspects of
safety barriers is required.
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Several models and methods for incorporating organisational
factors in QRAS or probabilistic risk assessments (PRA) have
been proposed. Among these are Manager [10], MACHINE
(Model of Accident Causation using Hierarchical Influence
Network) [11], ISM (Integrated Safety Method) [12], WPAM
(The Work Process Analysis Model) [13,14], I-RISK (Integrated
Risk) [15-17], the w-factor model [18], SAM (System Action
Management) [19,20], ORIM (Organisational Risk Influence
Model) [21,22], and ARAMIS [23]. These models/methods have
been developed and described in the literature in the last 15 years.
However, none of them are so far used as an integrated part of
offshore QRAs.

The Petroleum Safety Authority Norway (PSA) gives several
requirements to risk analysis and safety barriers in their regula-
tions [24] and one is that QRAs shall be carried out to identify
contributors to major accident risk and provide a balanced and
comprehensive picture of the risk. Nevertheless, existing QRAs
of offshore platforms are limited to analysis of consequence
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reducing barriers with no, or limited analysis of barriers intro-
duced to reduce the probability of hydrocarbon release. Thus,
there is need for a method that may be applied to analyse safety
barriers introduced to prevent hydrocarbon releases. The method
should be applicable for qualitative and quantitative analyses
of the effect on the barrier performance, and thus the risk, of
plant specific conditions of technical, human, operational, as
well as organisational risk influencing factors (RIFs). With this
background, the BORA-project (Barrier and Operational Risk
Analysis) was initiated [25].

The main objective of this paper is to present and discuss
a new method for qualitative and quantitative analyses of the
platform specific hydrocarbon release frequency, called BORA-
Release. BORA-Release combines use of barrier block dia-
gram/event trees, fault trees, and risk influence diagrams in order
to analyse the risk of hydrocarbon release from a set of hydro-
carbon release scenarios. BORA-Release makes it possible to
analyse the effect on the hydrocarbon release frequency of safety
barriers introduced to prevent release, and how platform specific
conditions of technical, human, operational, and organisational
RIFs influence the barrier performance. The paper is limited to
analysis of hydrocarbon release (or loss of containment). How-
ever, the principles in BORA-Release are relevant for analysis
of the consequence barriers as well.

The paper is organised as follows. Section 2 describes the pro-
cess for development of the method. Section 3 describes BORA-
Release. Section 4 discusses critical issues of the method. The
discussion is divided in two parts: a discussion of the different
steps in BORA-Release, and a discussion of the extent of fulfil-
ment of a set of criteria. Some conclusions and ideas for further
work are presented in Section 5. Part IT [26] presents some results
from a case study where BORA-Release is applied.

2. Research approach

The research process for development of BORA-Release con-
sists of the following main steps:

(1) Development of a set of criteria the method should fulfil.
(2) Literature review.

(3) Selection of modelling approach.

(4) Development of a preliminary (draft) version of the method.
(5) Application of the method in case studies.

(6) Revision of the method.

Several criteria the BORA-Release should fulfil were devel-
oped. The criteria were developed as aresult of discussions of the
purpose of the analysis method. To what extent BORA-Release
fulfils these criteria are discussed in Section 4.2. The aim was
to develop a method that:

(1) Facilitates identification and illustration of safety barriers
planned to prevent hydrocarbon releases.

(2) Contributes to an understanding of which factors (technical,
human, operational, and organisational) that influence the
performance of the safety barriers and the risk.

(3) Reflects different causes of hydrocarbon releases.

(4) Is suited for quantification of the frequency of initiating
events and the performance of the barriers.

(5) Allows use of available input data as far as possible.

(6) Allows consideration of different activities, phases, and con-
ditions.

(7) Enables identification of common causes and dependencies.

(8) Is practically applicable regarding use of resources.

(9) Provides a basis for “re-use” of the generic model in such
a way that installation specific considerations may be per-
formed in a simple and not too time-consuming manner.

A literature review was catried out in order to identify exist-
ing methods incorporating the effect of organisational factors
in QRAs. Several models and methods for quantification of
the influence of organisational factors on the total risk are
described in the literature [10-23]. These models and meth-
ods were reviewed and compared in view of the criteria (1)-(9)
above. The review was partly based on a framework for eval-
uation of models/methods for this type of risk analyses [27].
None of the models/methods were directly applicable for anal-
ysis of platform specific release frequencies including analysis
of the effect of safety barriers introduced to prevent release and
analysis of how platform specific conditions of RIFs influence
the barrier performance. However, the comparison resulted in
knowledge about the existing methods used as basis for devel-
opment of BORA-Release.

An assessment of the suitability of some existing modelling
techniques was carried out in order to select an approach for
analyses of the release scenarios. The following techniques were
assessed: (a) the current practice in QRAs, (b) fault tree analysis,
(c) barrier block diagram (corresponds to event tree analysis),
and (d) an overall influence diagram. The assessment was based
on a discussion of advantages and disadvantages of the different
methods and an attempt to “score” the different modelling tech-
niques according to fulfilment of the former described criteria.
The assessment is shown in Table 1. A score of 1 indicates “not
suitable”, and a score of 5 indicates “very suitable”.

Based on this suitability assessment and the literature
review, it was concluded to apply barrier block diagrams to
model the hydrocarbon release scenarios and fault tree analy-
ses and/or risk influence diagrams to model the performance
of different barrier functions (“blocks” in the barrier block
diagram).

Next, a preliminary version of BORA-Release was devel-
oped. This version was discussed in the BORA project group
and led to some modifications. Further, the method was reviewed
by the BORA steering committee. A case study carried out in
order to test BORA-Release in practice is described in Part IT of
this paper [26]. The experience from the case study led to some
adjustments of the method and this paper presents the revised
version.

3. Description of BORA-Release

BORA-Release consists of the following main steps:



T. Aven et al. / Journal of Hazardous Materials A137 (2006) 681691 683

Table 1

Comparison of various modelling techniques

No. Criteria Current QRA Fault tree Barrier block diagram Overall influence diagram

1 Facilitate identification and illustration of safety 1 3 5 2
barriers

2 Contribute to an understanding of which factors that 1 3 4 3
influence the performance of the barrier functions

3 Reflect different causes of hydrocarbon release 1 4 4 4

4 Be suitable for quantification of the frequency of 5 3 3 2
initiating events and the performance of safety
barriers

5 Allow use of relevant data 5 3 3 2

6 Allow consideration of different activities, phases, 2 3 4 2
and conditions

7 Enable identification of common causes and 1 4 5 5
dependencies

8 Be practically applicable regarding use of resources 5 2 3 2

9 Provides “re-use” of the generic model 1 3 5 4
Total score of modelling approach 22 28 36 26

(1) Development of a basic risk model including hydrocarbon
release scenarios and safety barriers.

(2) Modelling the performance of safety barriers.

(3) Assignment of industry average probabilities/frequencies
and risk quantification based on these probabilities/
frequencies.

(4) Development of risk influence diagrams.

(5) Scoring of risk influencing factors (RIFs).

(6) Weighting of risk influencing factors.

(7) Adjustment of industry average probabilities/frequencies.

(8) Recalculation of the risk in order to determine the platform
specific risk.

3.1. Development of a basic risk model

The first step is to develop a basic risk model that covers
a representative set of hydrocarbon release scenarios. The pur-
pose is to identify, illustrate, and describe the scenarios that may
lead to hydrocarbon release on a platform. The basic risk model
forms the basis for the qualitative and quantitative analyses of
the risk of hydrocarbon release and the safety barriers intro-

duced to prevent hydrocarbon release. A representative set of 20
hydrocarbon release scenarios has been developed and described
[28]. Examples are: (a) release due to mal-operation of valve(s)
during manual operations, (b) release due to incorrect fitting
of flanges or bolts during maintenance, and (c) release due to
internal corrosion.

The basic risk model is illustrated by barrier block diagrams
(see Fig. 1). A barrier block diagram consists of an initiating
event, arrows that show the event sequence, barrier functions
realized by barrier systems, and possible outcomes. A horizontal
arrow indicates that a barrier system fulfils its function, whereas
an arrow downwards indicates failure to fulfil the function. In
our case, the undesired event is hydrocarbon release (loss of con-
tainment). Hydrocarbon release in this context is defined as gas
or oil leaks (including condensate) from the process flow, well
flow or flexible risers with a release rate greater than 0.1 kg/s.
Smaller leaks are called minor release or diffuse discharges. A
barrier block diagram corresponds to an event tree and can be
used as a basis for quantitative analysis.

Aninitiating event for arelease scenario is the first significant
deviation from a normal situation that under given circumstances

Initiating event

Barrier functions End event

fitting of flanges

Detection of incorrect |Detection of release prior

or bolts| to normal production

s "Safe state”
Incorrect fitting of flanges or Self control of ;
bolts during maintenance work #| Failre reveqiat
and detected

of work

3rd party control

i—) Leak test

I—> Release

Fig. 1. Barrier block diagram; scenario “Release due to incorrect fitting of flanges or bolts during maintenance”.



684 T. Aven et al. / Journal of Hazardous Materials A137 (2006) 681691

Checker fails to detect a
valve in wrong position

Maintainability/

accessibility Time pressure

Procedures for
3rd party
control

Competence
of checker

Fig. 2. Risk influence diagram; basic event “Checker fails to reveal a valve in wrong position”.

may cause a hydrocarbon release (loss of containment). A “nor-
mal situation” is a state where the process functions as normal
according to design specifications without significant process
upsets or direct interventions into the processing plant. Exam-
ples on initiating events are: (a) valve in wrong position after
manual operations, (b) incorrect fitting of flanges or bolts dur-
ing maintenance, and (c) internal corrosion beyond critical limit.

A barrier function is defined as a function planned to prevent,
control, or mitigate undesired events or accidents [29]. A bar-
rier system is a system designed and implemented to perform
one or more barrier functions. A barrier system may consist of
different types of system elements, for example, technical ele-
ments (hardware, software), operational activities executed by
humans, or a combination thereof.

3.2. Modelling the performance of safety barriers

The next step is to model the performance of safety barriers
in order to analyse the plant specific barrier performance taking
platform specific conditions of human, operational, organisa-
tional, and technical factors into consideration. The following
attributes regarding performance of safety barriers should be
allowed for in the analysis [29]: (a) functionality or effective-
ness, (b) reliability/availability, (c) response time, (d) robustness,
and (e) the triggering event or condition.

Fault tree analysis is used for analysis of barrier performance
in BORA-Release. The “generic” top event in the fault trees in
BORA-Release is “Failure of a barrier system to perform the
specified barrier function”. This generic top event needs to be
adapted to each specific barrier in the different scenarios (e.g.
“Failure to reveal valve in wrong position after maintenance by
3rd party control” and “Failure to detect diffuse discharge of
hydrocarbons by area based leak search”). The results from the
qualitative fault tree analyses are a list of basic events and an
overview of (minimal) cut sets [30].

3.3. Assignment of industry average
probabilities/frequencies and risk quantification based on
these probabilities

The purpose of step (3) is to assign probabilities/frequencies
to the initiating events and the basic events in the fault trees
and carry out a quantitative analysis of the risk of hydrocarbon
release by use of these probabilities/frequencies (quantitative
analysis of the event trees and the fault trees). The results of
this calculation may to some degree reflect plant specific condi-

tions since plant specific data should be applied when possible.
Plant specific data may be found in, e.g. incident databases, log
data, and maintenance databases. In practice, extensive use of
industry average data is necessary to be able to carry out the
quantitative analysis. Several databases are available presenting
industry average data like OREDA [31] for equipment reliabil-
ity data, and THERP [32] and CORE-DATA [33,34] for human
reliability data (see [35] for an overview of data sources). In
some cases, neither plant specific data nor generic data may be
found, and it may be necessary to use expert judgment to assign
probabilities.

3.4. Development of risk influence diagrams

Step (4) is to develop risk influence diagrams. The purpose
is to incorporate the effect of the plant specific conditions of
human, operational, organisational, and technical RIFs on the
occurrences (frequencies) of the initiating events and the barrier
performance. Examples on risk influence diagrams for the basic
events “Checker fails to reveal valve in wrong positions” and
“Failure to detect leak in the leak test” are shown in Figs. 2 and 3.
If necessary, we have to develop one risk influence diagram for
each basic event.

Due to the complexity and variation in the types of events
considered, a combined approach is preferred in order to identify
RIFs: (1) a top—down approach where a generic list of RIFs is
used as a basis, and (2) a bottom—up approach where the events
to be assessed are chosen as a starting point. This implies that
specific RIFs are identified for each initiating event and each
basic event from the generic list of RIFs. The generic list may
be supplemented by new RIFs when necessary.

The framework for identification of RIFs consists of the fol-
lowing main groups of RIFs:

e Characteristics of the personnel performing the tasks.
e Characteristics of the task being performed.
e Characteristics of the technical system.

Failure to detect leak in
the leak test

I EET

Fig. 3. Risk influence diagram; basic event “Failure to detect leak in the leak
test”.
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Table 2
Descriptions of risk influencing factors
RIF group RIF RIF description
Personal Competence Cover aspects related to the competence, experience, system knowledge and training of personnel
characteristics Working load/stress Cover aspects related to the general working load on persons (the sum of all tasks and activities)
Fatigue Cover aspects related to fatigue of the person, e.g. due to night shift and extensive use of overtime

Task characteristics

Characteristics of the
technical system

Administrative
control

Organisational
factors/operational
philosophy

Work environment

Methodology
Task supervision
Task complexity
Time pressure

Tools
Spares

Equipment design
Material properties

Process complexity
HMI (human machine interface)

Maintainability/accessibility
System feedback

Technical condition

Procedures
Work permit

Disposable work descriptions

Programs

Work practice

Supervision
Communication
Acceptance criteria
Simultaneous activities

Management of changes

Cover aspects related to the physical working environment like noise, light, vibration, use of chemical
substances, etc.

Cover aspects related to the methodology used to carry out a specific task

Cover aspects related to supervision of specific tasks by a supervisor (e.g. by operations manager or
mechanical supervisor)

Cover aspects related to the complexity of a specific task

Cover aspects related to the time pressure in the planning, execution and finishing of a specific task
Cover aspects related to the availability and operability of necessary tools in order to perform a task
Cover aspects related to the availability of the spares needed to perform the task

Cover aspects related to the design of equipment and systems such as flange type (ANSI or compact),
valve type, etc.

Cover aspects related to properties of the selected material with respect to corrosion, erosion, fatigue,
gasket material properties, etc.

Cover aspects related to the general complexity of the process plant as a whole

Cover aspects related to the human—machine interface such as ergonomic factors, labelling of
equipment, position feedback from valves, alarms, etc.

Cover aspects related to the maintainability of equipment and systems like accessibility to valves and
flanges, space to use necessary tools, etc.

Cover aspects related to how errors and failures are instantaneously detected, due to alarm, failure to
start, etc.

Cover aspects related to the condition of the technical system

Cover aspects related to the quality and availability of permanent procedures and job/task descriptions
Cover aspects related to the system for work permits, like application, review, approval, follow-up,
and control

Cover aspects related to the quality and availability of disposable work descriptions like safe job
analysis (SJA) and isolation plans

Cover aspects related to the extent and quality of programs for preventive maintenance (PM),
condition monitoring (CM), inspection, 3rd party control of work, use of self control/checklists, etc.
One important aspect is whether PM, CM, etc. is specified

Cover aspects related to common practice during accomplishment of work activities. Factors like
whether procedures and checklists are used and followed, whether shortcuts are accepted, focus on
time before quality, etc.

Cover aspects related to the supervision on the platform like follow-up of activities, follow-up of
plans, deadlines, etc.

Cover aspects related to communication between different actors like area platform manager,
supervisors, area technicians, maintenance contractors, CCR technicians, etc.

Cover aspects related to the definitions of specific acceptance criteria related to for instance condition
monitoring, inspection, etc.

Cover aspects related to amount of simultaneous activities, either planned (like maintenances and
modifications) and unplanned (like shutdown)

Cover aspects related to changes and modifications

e Administrative control (procedures and disposable work

descriptions).

e Organisational factors/operational philosophy.

The detailed taxonomy of generic RIFs is shown in Table 2.

(b) organisational factors in models for analysis of the influence
of organisational factors on risk like I-RISK [15] and WPAM
[13,38], and (c) performing shaping factors (PSFs) in meth-
ods for human reliability analysis (HRA), like THERP [32],
CREAM [39], SLIM-MAUD [40], and HRA databases (CORE-
DATA [41]).

A brief explanation of each RIF is included in the last column.
The proposed RIF framework and the taxonomy of generic RIFs
are based on a review, comparison, and synthesis of several
schemes of classification of human, technical, and organisa-
tional (MTO) factors and experience from the case study. The
schemes includes classification of: (a) causes in methods for
accident investigations (MTO-analysis [36] and TRIPOD [37]),

3.5. Scoring of risk influencing factors

We need to assess the status of the RIFs on the platform.
The aim is to assign a score to each identified RIF in the risk
influence diagrams. Each RIF is given a score from A to F, where
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Table 3
Generic scheme for scoring of RIFs

Score  Explanation

Status corresponds to the best standard in industry

Status corresponds to a level better than industry average

Status corresponds to the industry average

Status corresponds to a level slightly worse than industry average
Status corresponds to a level considerably worse than industry average
Status corresponds to the worst practice in industry

TmHoO QW >

score A corresponds to the best standard in the industry, score
C corresponds to industry average, and score F corresponds to
worst practice in the industry (see Table 3). The six-point scale
is adapted from the TTS (Technical Condition Safety) project
[42].

Several methods for assessing organisational factors are
described in the literature (e.g. see [38]). Three approaches for
assignment of scores of the RIFs are described in this paper: (1)
direct assessment of the status of the RIFs, (2) assessment of
status by use of results from the TTS projects, and (3) assess-
ment of status by use of results from the RNNS (Risk Level on
the Norwegian Continental Shelf) project [43].

Direct assessment of the status of the RIFs in the risk influence
diagrams may be carried out in a RIF audit. Usually, a RIF audit
is carried out by structured interviews of key personnel on the
plant and observations of work performance. Useful aids are
behavioural checklists and behaviourally anchored rating scales
(BARS) [38]. In addition, surveys may be used as part of the
RIF audit as supplement to the other techniques.

The TTS project proposes a review method to map and mon-
itor the technical safety level on offshore platforms and land-
based facilities based on the status of safety critical elements,
safety barriers, and their intended function in major accidents
prevention [42]. The TTS project is based on a review technique
using defined performance requirements described in perfor-
mance standards for 19 areas. The condition of safety barriers is
measured against these performance requirements. A number of
examination activities are defined and used to check each per-
formance requirement, including document reviews, interviews,
visual inspections, and field tests. A six-point scoring scheme is
used in the TTS project that may be directly transformed to the
scores in Table 3.

Finally, the assessment of the status of the RIFs may be based
on results from the RNNS project [43] and accident investiga-
tions. The RNNS project includes a broad questionnaire sur-
vey, which addresses general health, environmental, and safety
(HES) aspects, risk perception, and safety culture. The surveys
are conducted once every second year. Data may be provided
as average values for the entire industry, as well as on platform
specific basis. By selecting relevant questions from the survey,
these data may provide input to scoring of the RIFs for differ-
ent platforms. However, the data should be further analysed to
get scores of the RIFs according to the scheme in Table 3 [44].
Results from accident investigations may be used as a supple-
ment to the results from the RNNS project in order to assess the
scores of the RIFs.

3.6. Weighting of risk influencing factors

Weighting of the RIFs is an assessment of the effect (or impor-
tance) the RIFs has on the frequency of occurrence of the basic
events. The weights of the RIFs correspond to the relative dif-
ference in the frequency of occurrence of an event if the status
of the RIF is changed from A (best standard) to F (worst prac-
tice). The weighting of the RIFs is done by expert judgment.
In practice, the assessment of the weights is based on a general
discussion of the importance with platform personnel and the
analysts where the following principles are applied:

(1) Determine the most important RIF based on general discus-
sions.

(2) Give this RIF a relative weight equal to 10.

(3) Compare the importance of the other RIFs with the most
important one, and give them relative weights on the scale
10-8-6—4-2.

(4) Evaluate if the results are reasonable.

The weights are normalized as the sum of the weights for the
RIFs influencing a basic event should be equal to 1.

3.7. Adjustment of industry average
probabilities/frequencies

Further, the industry average probabilities/frequencies used
in the quantitative analysis are adjusted. The purpose is to assign
platform specific values to the input probabilities/frequencies
allowing for platform specific conditions of the RIFs. The indus-
try average probabilities/frequencies are revised based on the
risk influence diagrams through an assessment of the weights
and the status of the RIFs. The following principles for adjust-
ment are proposed:

Let Preyv(A) be the “installation specific” probability (or fre-
quency) of occurrence of event A. The probability Preyv(A) is
determined by the following procedure:

Prev(A) = Puve(A)> wi Qi (1

i=1

where P,y (A) denotes the industry average probability of occur-
rence of event A, w; denotes the weight (importance) of RIF no.
i for event A, Q; is a measure of the status of RIF no. i, and n is
the number of RIFs. Here:

S =1 @
i=1

The challenge is now to determine appropriate values for Q;
and w;. To determine the Q;’s we need to associate a number to
each of the status scores A—F. The proposed way to determine
the Q;’s is:

e Determine Pjoy(A) as the lower limit for Pey(A) by expert
judgment.
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e Determine Ppigh(A) as the upper limit for Prey(A) by expert
judgment.
e Thenputfori=1,2,...n:

Piow/Pave if s=A
0is) =11 if s=C 3)
Phigh/Pave if s=F

where s denotes the score or status of RIF no i.

Hence, if the score s is A, and Pjow(A) is 10% of Pyye(A),
then Q; is equal to O.1. If the score s is F, and Ppigh(A) is 10
times higher than Py,y.(A), then Q; is equal to 10. If the score s
is C, then Q; is equal to 1. Furthermore, if all RIFs have scores
equal to C, then Prey(A) = Pave(A), if all RIFs have scores equal
to A, then Prey(A) = Piow(A), and if all RIFs have scores equal
to F, then Prey(A) = Phign(A).

To assign values to Q; for s =B, we assume a linear relation-
ship between Q;(A) and Q;(C), and use sp =1, sg=2, sc =3,
sp=4, sg =5, and sg =6. Then:
0i(B) = Piow + (sB — sa)(1 — (Piow/ Pave)) (4)

Paye SC — SA

To assign values to Q; for s=D and E, we assume a linear
relationship between Q;(C) and Q;(F). Then:

(sp — SC)((Phigh/Pave) -1
SF — SC

Qi(D) =1+ &)

Qi(E) is calculated as Q;(D) by use of sg instead of sp in
formula (5). Fig. 4 shows different values of Q; depending on
different values of Pjow and Phign:

Case 1. Piow = Paye/10, and Ppigh = 10Pyye.
Case 2. Piow = Paye/5, and Phigh = 5Paye.
Case 3. Piow = Pave/3, and Phigh = 3Paye.
Case 4. Piow = Pave/2, and Phigh =2Paye.

A B o] D E F
Score

—+—Case1 —8—Case 2 Case 3 —=—Case 4

Fig. 4. Values of Q; depending on different values of Pioy and Phigp.

3.8. Recalculation of the risk

The final step of BORA-Release is to determine the platform
specific risk of hydrocarbon release by applying the platform
specific input probabilities/frequencies (Pry(A)) for all events
in the risk model. Use of these revised probabilities results in an
updated risk picture including analysis of the effect of the perfor-
mance of the safety barriers introduced to prevent hydrocarbon
release. The revised risk picture takes the platform specific con-
ditions of technical, human, operational, and organisational RIFs
into consideration.

4. Discussion

The discussion is divided in two main parts. The different
steps in BORA-Release are discussed in part one, while part
two contains a discussion to what extent the criteria presented
in Section 2 are fulfilled.

4.1. Discussion of the steps in BORA-Release

The basic risk model developed as part of BORA-Release
may be seen as an extended QRA-model compared to the current
status of offshore QRAs for three reasons:

(1) It facilitates a detailed modelling of loss of containment
including initiating events reflecting different causal fac-
tors of hydrocarbon release and safety barriers introduced
to prevent release.

(2) The risk model incorporates different operational barriers
such as use of self control of work/checklists, 3rd party
control of work, and inspection to detect corrosion.

(3) Eventtrees and fault trees are linked together in one common
risk model.

Development of a risk model with a set of hydrocarbon
release scenarios and RIFs answers the criticism formulated
by e.g. Kafka [45] that the existing QRAs are not suitable for
analysing the effect of the most effective safety measures to
avoid initiating events.

BORA-Release is based on a broad view on safety barriers,
which means that the performance of different types of safety
barriers like the process shutdown system, 3rd party control of
work, and the inspection program need to be analysed. The fault
tree analyses applied for analysis of the performance of safety
barriers are linked to the event trees in one common risk model.
The fault tree analysis will not necessarily cover all attributes
relevant for analysis of the barrier performance, and there may
be need to carry out other analysis, e.g. human reliability anal-
ysis (HRA), analysis of fire and explosion loads, impairment
analysis, and qualitative assessments of barrier functionality.

Combination of barrier block diagrams/event trees and fault
trees is an attractive modelling technique as barrier block dia-
grams makes it possible to give a clear and consistent represen-
tation and illustration of the different barrier systems that fulfil
the defined barrier functions introduced to prevent hydrocarbon
release. The approach enables a separate analysis of each barrier
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at the desired level of detail. The barrier block diagrams may be
generic for several platforms, while the detailed analysis of the
different safety barriers may be platform specific.

Assignment of industry average probabilities/frequencies
implies use of generic databases in addition to extraction of
platform specific information regarding operational conditions,
experience from surveillance of operational activities, and test-
ing of technical safety systems. Recovery of data from internal
databases or surveillance systems may require extensive manual
work and often some interpretations of the recorded data may
be necessary. Due to the novelty of the modelling of the con-
tainment barrier, relevant data are lacking for some barriers. The
availability of relevant human reliability data is low, thus there is
need for collection of data to support the analyses. Alternatively,
some expert judgment sessions may be carried out in order to
generate relevant data.

The top—down approach for development of risk influence
diagrams ensures that the RIFs are identified and defined in
the same manner in different analysis, while the bottom—up
approach ensures that unique RIFs for specific plants are iden-
tified and assessed. While traditional performance influence
factors as reviewed by Kim and Jung [46] focuses on factors
influencing human failure events, the RIF framework presented
in Section 3.4 also includes factors influencing hardware (sys-
tem/component) failure events (e.g. material properties and pro-
gram for preventive maintenance).

Experience from the case study indicates that the main RIF
groups in the framework are adequate for identification of RIFs.
But the list of generic RIFs in Table 2 may be supplemented by
more RIFs to cover all the basic events included in the analyses
of barrier performance. This implies that the list of generic RIFs
may be a “living” document that may be revised due to more
experience by use of the list.

A six-point score scheme is used for assignment of scores to
the RIFs and the scores are related to different levels in the indus-
try. The rationale behind is that industry average data reflects
the industry average standard as regards status of the RIFs. The
argument for the misalignment of the scores (A and B better
than average, and D, E, and F worse than average) is that the
existing safety level within the industry is so high that the poten-
tial for declining in the status is greater than the improvement
potential.

Three approaches for giving scores to the RIFs are described.
The approaches may be used separately, or combined in order to
assign scores. The first approach, direct assessment of the sta-
tus of the RIFs by a RIF-audit is the most resource demanding
approach. However, this approach may ensure a high validity!
of the assignment of scores since the assessment of the specific
RIFs is based on the risk influence diagrams developed for each
basic event. There is demand for development of aids for execu-
tion of RIF audits, e.g. BARS with description of the reference
levels for scoring. Such aids will contribute to better consistence
of the assignment of scores.

! Validity refers to whether or not it measures what it is supposed to measure
[47].

The second approach, assessment of status by use of results
from the TTS projects, uses existing data from a project car-
ried out for several platforms on the Norwegian Continental
Shelf (NCS) so the use of resources will be limited. The scor-
ing scheme used in the TTS project also consists of a six-point
scale, but the scores are related to some performance criteria and
not to the industry average level. However, the TTS scores may
be transformed to the BORA scores. There are some disadvan-
tages of this approach. The TTS projects are not carried out for
all platforms on the NCS. The main focus in the project is the
status of technical aspects of the consequence reducing barriers
so limited knowledge may be collected about the organisational
factors. The TTS assessment may be carried out several years
before the actual analysis as the time aspect may cause that the
data to be out-of-date. Finally, the relevance of the data may
be questionable since the original assessments have been per-
formed for another purpose. Thus, the results should be carefully
assessed prior to use.

The third approach, use of results from the RNNS survey
and accident investigations has been applied during the case
study. The main advantage is the availability of platform specific
results form the survey on all platforms on the NCS. However,
there are several disadvantages with this approach. The main
disadvantage is the low validity since the scores are assigned
based on questions from a questionnaire not developed for this
purpose where the questions are rather general and not specific
for the specific RIFs. As an example, the RIF “time pressure”
will be given the same score for all activities on the platform
regardless of who, when, or where the activity is carried out. The
survey is carried out every second year, and hence the results
from the last survey may not be up to date when the data are
applied. The last aspect is that the answers in the survey may be
influenced by other factors, e.g. general dissatisfaction with the
working conditions not relevant for the analysed RIF.

The credibility of the status assessment is one important
aspect to consider when selecting approach for scoring of RIFs.
As a rule of thumb, we may say that more specific, detailed,
and resource demanding the assessment of the RIF status are,
the more credible are the results. However, the use of resources
should be balanced against the argument from the representa-
tives from the oil companies that it is important to use existing
data in order to minimize the use of resources.

A rather simple technique for weighting of RIFs by use of
expert judgment is proposed. The weighting process is easy to
carry out in practice. The results from the weighting process
are unambiguous, and the traceability is good. An important
aspect of the identification, scoring, and weighting of RIFs is the
involvement of operational personnel working on the platform.
Nobody is as competent as the operational personnel to carry out
these steps. However, a risk analyst knowing the methodology
should guide the operational personnel through the weighting
process.

The revised probabilities of occurrences of the basic events
are calculated as a sum of products of the scores and the nor-
malized weights of the relevant RIFs for each basic event multi-
plied with the industry average probabilities. The upper (Phigh)
and lower (Pjow) values act as anchor values and contribute to
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credibility of the results. A wide range implies the possibility
for major changes in the risk level, while a small range implies
minor changes in the risk level. The final results are obviously
dependent of these values. The upper and lower limits may be
established by expert judgment, preferably supported by expe-
rience data. Another approach to be considered as a basis for
determining Phigh and Plow, is to use the upper and lower bounds
(e.g. generated from failure rates) presented in generic databases
like OREDA and THERP.

As illustrated in Fig. 4, a linear relationship is assumed
between Q;(A) and Q;(C), and Q;(C) and Q;(F) respectively.
Other relationships may be assumed here. Fig. 4 illustrates
another important aspect of the method, that the risk improve-
ment potential is less than the risk worsening potential. This
aspect may be explained by the existing low risk level due to
high focus on risk reduction measures for several years.

The final step of BORA-Release, recalculation of the risk in
order to calculate the platform specific risk by use of revised plat-
form specific probabilities/frequencies, is easy to execute when
the other steps have been carried out. The revised hydrocarbon
release frequency takes platform specific conditions as regards
technical, human, operational, as well as organisational RIFs
into consideration. In addition, the effect of the performance
of safety barriers introduced to prevent hydrocarbon releases is
included in the results.

The recalculated risk picture gives valuable input to decision-
makers. The improved knowledge about existing and non-
existing safety barriers and better understanding of the influence
of RIFs (i.e. the qualitative analysis) are important results in
itself, independent of the quantitative results. As in other risk
analyses, the quantitative results from use of BORA-Release
rely on a set of assumptions. Slight adjustments of the scaling
systems or the input to the analysis (e.g. data and expert judg-
ments) influence the final numerical results. Decision-makers
using the results from risk analyses using BORA-Release should
be aware of these assumptions and not only base their decisions
on the numerical results of the analysis. It is necessary to see the
results of the analysis in a broader context, where the limitations
and constraints of the analysis are taken into account.

4.2. Fulfilment of criteria

Criteria (1)—(4), and (9) presented in Section 2 are fulfilled.
Use of barrier block diagrams evidently facilitates identification
and illustration of safety barriers (1). A risk model that consists
of a combination of barrier block diagrams/event trees, fault
trees, and risk influence diagrams allows inclusion of technical,
human, operational, as well as organisational elements and the
graphical illustrations make them well suited for use in presen-
tations and discussions that will increase the understanding of
RIFs (2). BORA-Release allows for analysis of technical fail-
ures and human errors as initiating events, as well as analysis
of technical, human, and operational barriers (3) (see [28] for
more information). Event trees, fault trees, and risk influence
diagram are applicable for quantification of the frequency of
initiating events and the performance of the safety barriers (4).
If a generic risk model is developed, it will be manageable to

carry out some installation specific considerations about the sta-
tus on each platform, and to carry out simple comparisons with
other platforms (e.g. practice regarding operational barriers as
third party control of work or status of the RIFs) (9).

A problem may arise in respect to the availability of relevant
input data (5). To be able to use relevant input data it may be
necessary to collect new types of data. Especially within the field
of human reliability data it seems to lack relevant data from the
offshore field. Some data on a limited set of activities has been
collected on the British sector [33,34], but it has been necessary
to use data from the nuclear industry in the case study.

With respect to criteria (6), the focus so far has been on fail-
ures introduced during normal production, maintenance, shut-
down, and start-up within the operational phase of the life-cycle
of a platform, and safety barriers introduced to prevent releases
due to such failures. Latent failures from the design phase and
safety barriers aimed to prevent such failures have not been anal-
ysed yet.

Criterion (7) states that the method should enable identifica-
tion of common causes and dependencies. Events in BORA-
Release are considered independent conditional of the RIFs.
Independence could be questioned, however, it is likely to be
sufficiently accurate from a practical point of view. There may be
interaction effects among the RIFs influencing one basic event.
Interaction effects mean that a RIF will have a different effect
on the basic event, depending on the status of another RIF (pos-
itive correlation), e.g. if the competence of personnel is poor,
it will be even more serious if the quality of procedures also is
poor. A simple approach is suggested for analysis of interac-
tion effects among RIFs in BORA-Release. If two or more RIFs
are assumed to interact and the status are worse than average
(D, E, or F), the score of one of them is reduced one category
(e.g. from D to E), and similarly if the scores of two interact-
ing RIFs are better than average. However, more sophisticated
methods should be assessed as part of future research, e.g. use
of Bayesian belief networks to more accurately model the inter-
actions between the RIFs (see e.g. [21]). Development of a risk
model including safety barriers that may prevent, control, or
mitigate accident scenarios with in-depth modelling of barrier
performance allows explicit modelling of functional common
cause failures (e.g. failures due to functional dependencies on
a support system). However, there is need for further research
to assess the effect of residual common cause failures that may
lead to simultaneous failures of more than one safety barrier
(e.g. calibration errors introduced during maintenance that may
cause simultaneous failures of gas detectors and fire detectors).

Criterion (8) deals with practical applicability with respect
to use of resources. Unfortunately, to carry out a comprehensive
analysis of the complex reality in a process plant is resource
demanding. If the analysis shall give adequate support during
the decision-making process the level of detail of the analysis
need to reflect the reality on the platform. However, it may be
possible to carry out less comprehensive analysis of specific
problem areas on the platform with less use of resources.

One basis for BORA-Release is the assumption that the aver-
age standard of RIFs corresponds to industry average (generic)
input data and better standard on the RIFs than average lead
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to a lower probability or frequency of occurrence of the basic
events. This assumption seems to be realistic where generic data
from the offshore industry exists. However, there are needs for
further discussions whether the adjustment of human error prob-
abilities should be based on scores of the RIFs related to the
average standard in the North Sea or whether traditional assess-
ment of performance shaping factors applied in human reliability
analysis should be applied (adjustment of nominal human error
probabilities by assessment of task specific performance shaping
factors).

5. Conclusions and further work

This paper presents BORA-Release, a method for qualitative
and quantitative analyses of the platform specific hydrocarbon
release frequency. The method makes it possible to analyse the
effect on the release frequency of safety barriers introduced to
prevent hydrocarbon release, and platform specific conditions
of technical, human, operational, and organisational RIFs. The
method may be used to analyse the plant specific frequency of
loss of containment in other types of process plants. However,
the main area of application is not the calculation of the release
frequency itself, but use of the method to assess the effect of risk
reducing measures and risk increasing changes during opera-
tions. Sensitivity analysis may be carried out in order to analyse
the effect of changes in technical, human, operational, as well
as organisational RIFs. Focus on relative changes in the release
frequency instead of absolute numbers may increase the credi-
bility to the results. In addition, the effect of introduction of new
safety barriers may be analysed.

Application of BORA-Release to analyse the frequency of
loss of containment gives a more detailed risk picture than tra-
ditional QRAs where no analysis is made of causal factors of
loss of containment. The qualitative analysis of the release sce-
narios generates knowledge about factors influencing the risk
of hydrocarbon release within the process plant even though no
quantitative analysis is carried out. This knowledge may support
decisions of importance for the future performance of the safety
barriers.

Only a limited sample of the release scenarios described in
[28] have been analysed quantitatively so far. However, further
work will be carried out in the BORA-project to analyse more
release scenarios. Further work will also be carried out in order
to link the model of the hydrocarbon release scenarios to the
traditional QRA model that includes analysis of the consequence
reducing barriers.

There is still need for further research focusing on some of
the steps in BORA-Release. The main challenge is the scoring
of the RIFs and further work will be carried out in order to
assess whether the results from the TTS project may be used,
or if it is necessary to perform specific RIF-audits. In the latter
case, it may be necessary to develop behaviourally anchored
rating scales (BARS) or similar aids that may be used as basis
for the RIF-audits. Another challenge is lack of relevant data,
especially for human error probabilities on offshore platforms
and there may be need for collecting new types of data that are
not available in existing databases. Further work should also

be carried out in order to improve the descriptions of RIFs and
assess whether the total number of RIFs (see Table 2) may be
reduced, e.g. by combining two RIFs into one new RIF.
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